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GENERAL COMMENTS

Overall, ECPC supports the purpose of the Code, and believes the draft generally complies with the needs of
cancer patients’ and their carers in respect to privacy. The Code is a much needed tool to increase the trust of
users into mHealth apps, which have the potential to enhance patients’ access to quality healthcare and to
increase their quality of life.

Regarding privacy, it is our understanding that the only exemption to the consent for using personal health data
is the one granted by the General Data Protection Regulation to the collection of data for historical, statistical or
scientific purposes. Therefore, we suggest to inform users any time their data is anonymised by the developer
for uses other than historical, statistical or scientific purposes.

However, we are concerned regarding the implementation of the Code, in particular regarding the governance
and adherence structures. Failing to provide a strong, reliable, centralised governing structure to the Code would
mean the failing of the Code itself, with potential harmful consequences for users and patients. The laudable
efforts of the Code writing group and the supporting stakeholders must be met with equal efforts to put together
a reliable governing structure to ensure that the burden of the risk cannot lay on the end user.

Finally, ECPC understands the scope and objective of the Code, but believes that this represents a unique chance
to promote user-patient friendliness: to establish reliable and long-lasting trust with users, consent forms and
other information have to be digested and presented in the most user-friendly manner, avoiding any possible
misunderstanding.

PART 1 ABOUT THIS CODE

4. ADHERENCE TO THE CODE & GOVERNANCE

ECPC believes that this is the key point to the success of the code. A solid verification system must be put in place
to ensure that the burden of the risk does not lie on the end user, therefore ensuring that the purpose of the
whole Code is fulfilled.

ECPC understands that the recently approved General Data Protection Regulation (GDPR) allows to certify a third
body responsible for the adherence to the Code. However, given the impact of the Code and the growing number
of applications (and therefore of possible threats to the privacy of a growing number of EU citizens), we strongly
believe that the European Data Protection Board (EDPB) should embrace the task to provide the certification to
app developers. We believe that a public body remains the most reliable enforcer of the Code. In particular, we
would prefer the EDPB to other national DPAs to ensure that the Code’s application is harmonised and coherent
across Member States. We also believe that the EDPB would be ideally placed within the European institutions
to maintain a transparent and constant dialogue with the European Commission, the European Ombudsman and
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European Court of Justice, therefore ensuring the highest level of protection to EU citizens, yet minimising the
layers of interaction among these key players.

Finally, to ensure the financial sustainability of the EDPB, we support the creation of a tiered contribution
structure, where adhering app developers would pay for certification depending on their turnover. In this way
the yet to be established EDPB would retain the financial resources to ensure the manning and functioning of
the adherence and governance structure for the Code. A similar approach is already in place within the European
Medicines Agency (EMA) by which pharmaceutical companies pay a fee to EMA to start an “early dialogue” aimed
at providing guidance and support for the market authorisation of possible new drugs. EMA retains full
independence regarding the granting of the market authorisation. In our proposal, developers would pay a fair
fee to have their apps checked by the EDPB and, should the EDPB find the application compliant to the Code, the
developer shall receive the certification.

PART 2 PRACTICAL GUIDELINES FOR APP DEVELOPERS

1. HOW SHOULD | OBTAIN THE CONSENT OF THE USERS OF MY APP?

The expression of consent from the end user, whether granular or not, must be presented in a user-friendly
manner. It is not sufficient to avoid lengthy legal text, but it is necessary to present the key concept of the consent
into a user-friendly language, clearly stating what kind of data the app will collect, with whom the data will be
shared and where the data will be stored. Therefore, we suggest reformulating the last paragraph as following:
“Consent requires that users have been provided with clear and comprehensible information first. Key information
shall not be embedded in lengthy legal text, and presented in a clear, user-friendly manner.”

We understand that small developers might find difficult to produce comprehensive, user-friendly consent forms
on their own, given the possible lack of specialised professionals within their teams and/or consultation with
users (particularly patients and their advocates). For this reason, we encourage the editors of the Code to include
a list of non-exhausting examples, that can further help the developers in Annex Il. Such examples can be
produced in partnership with other stakeholders (patients’ organisations, medical societies, consumer groups

etc.).

2. WHICH ARE THE MAIN PRINCIPLES THAT | MUST RESPECT BEFORE MAKING AN MHEALTH APP
AVAILABLE?

Any change to the purpose of the data collected by mHealth app has to be communicated to the users. Even in

case the data is anonymised, we would like the developer to notify the users of the anonymisation.
Therefore, we would like to amend the fifth paragraph as following:

“If the personal data is to be used for a purpose other than the initial or compatible purpose of collection, the
personal data must either be completely anonymised before re-using it (removing any possibility to identify an
individual on the basis of the data), or alternatively the free, informed and explicit consent of the users with the
new use must be obtained. In either cases, the developer must notify to the user the change in purpose of the

data collected.”
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We strongly believe that mHealth apps shall be as user-friendly as possible, in order to guarantee that the trust
build with strong and reliable privacy rules is not lost due to unclear app design and complex functionalities. Fully
understanding the objective of the Code, we believe that the last paragraph of this point shall read:

“It is strongly advisable to implement user friendly interfaces in your app that facilitate the exercise of these
rights. Users shall be able to find all the information in the app related to their rights to access, edit or delete

personal data.”

4. HOW LONG CAN | KEEP THE DATA?

In case the app developer shall decide to keep the data anonymised instead of deleting it, users shall be notified.

We suggest amending the fourth paragraph as follows:

“Instead of deletion, you may also choose to irreversibly anonymise data. Note however that this can be very
challenging for data concerning health: it must be practically impossible for anyone to link the data to any
individual. Should you decide to anonymise the data, you are required to notify your users of the anonymisation.”
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